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Information Classification: Limited Access 

Currenex User Administration Disclosure 
 
   Currenex Authorized Approver/Access Request Process 

 
The information below describes the process for granting access to Authorized Persons for the 
Currenex Product(s) or associated systems that support the functionality of such Currenex 
Product (each an “Application”). This process is controlled by the individuals that are capable 
of designating the Authorized Persons for the particular User (“Authorized Approver”). 
Unless otherwise defined herein, all capitalized terms shall have the same meaning as set 
forth in the Agreement or the GlobalLink Terms and Conditions. Each User shall confirm to the 
relevant Currenex Provider who their Authorized Approver(s) are by completing the Authorized 
Approver form which contains the following: 

 
• Authorized Approver’s full name; 
• Authorized Approver’s business phone number; 
• Authorized Approver’s business email address; and 
• Application(s) the Authorized Approver can grant/edit access and entitlements for 

Authorized Persons. 
 

Completed Authorized Approver forms need to be sent to support@currenex.com. 
 

Authorized Approvers are required to provide via email the following information for Authorized 
Persons’ Application access, modification or deletion: 

 
• Full name of Authorized Person; 
• Phone number of Authorized Person; 
• Business email address of Authorized Person, and 
• The Application(s) that the Authorized Person requires access, modification or 

termination of entitlements for. 
 

 
User ID and password Management 
 
For Currenex clients, every Authorized Person account is required to be unique and follows the 
Currenex naming configuration.  After Authorized Person account creation, the User will receive 
one email with unique User ID and instructions to set password and retrieve digital certificate.   

 
 
 
 
 
 
Password Management for Global Link Applications  
 
Password Requirements  

• Passwords must be a minimum of eight (8) characters  
• Passwords must be different from the user ID  
• Passwords must contain a minimum of one character from the four categories below:  

o upper case alphanumeric 
o lower case alphanumeric 
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o numeric 
o special characters  

 
Password Controls  

• Initial password is temporary and must be changed prior to login.  
• Prevent the recycle or reuse of passwords for at least 12 months.  

 
After 90 days for GUI and 365 days for API, passwords expire & need to be reset.  If a password is 
incorrectly entered five consecutive times, password is automatically disabled.  
 
User must contact to support@currenex.com to re-enable and reset their password.  
 
 
 
Client Authorized Person access reviews 
 
Upon the completion of user additions, modifications, and or termination a password 
protected full and complete list of users and entitlements is sent to the Authorized approver. 
The password for the password protected user list is sent with no other identifiable 
information in a separate email. 
 
Client may request Authorized Person access reviews on an ad-hoc basis, by contacting 
Trade operations at support@currenex.com.  The client is required to provide the specific 
data elements needed for the access review   
 

All requests in respect of Application access, modification or deletion for any Authorized 
Persons must be sent by an Authorized Approver to support@currenex.com 

 
 
 
User Timeout Disclosure 
 

Currenex Product User Timeout Configuration Options 

X2 Institutional GUI 720 minutes of inactivity Standard across users 

WL Admin 30 minutes of inactivity  Customizable by client 

 
 
 
 
 

mailto:support@currenex.com
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State Street DigitalSM, Currenex DigitalSM, FX Connect®, and TradeNeXusSM are the business names and registered marks of State Street 
Corporation® (collectively “State Street”). FX Connect and TradeNeXus are offered to institutional investors in certain jurisdictions, including in the 
United States by FX Connect, LLC and in Asia Pacific by State Street Currenex Asia Pacific Ltd. FX Connect also offers a multilateral trading facility 
through State Street Global Markets International Limited, known as FX Connect MTF, which is authorized and regulated by the Financial Conduct 
Authority to Professional Clients or Eligible Counterparties only. Products and services may not be available in all jurisdictions. 

Depending upon several factors including, but not limited to, the product, access model and/or jurisdiction in which services are accessed, there may 
be one or more entities offering the product and services. Each offering entity is subject to varying degrees of oversight and regulation. The oversight 
and/or regulation of an offering entity engaging in certain activities should not be construed to mean that all products and services offered by such 
offering entity are subject to the same degree of oversight and/or regulation. FX Connect, TradeNeXus and certain foreign exchange transactions, 
including spot and certain forward transactions, may not be subject to regulation in all jurisdictions. Details about the regulation of a particular 
offering entity are available upon request. 

This document is for marketing and/or informational purposes only; it does not take into account any investor's particular investment objectives, 
strategies or tax and legal status, nor does it purport to be comprehensive or intended to replace the exercise of a client’s own careful independent 
judgement regarding any corresponding investment decision. This document and the information herein does not constitute investment, legal, or tax 
advice and is not a solicitation to buy or sell currencies, derivatives or any other financial products or services, nor is it intended to constitute any 
binding contractual arrangement or commitment by State Street to provide securities, foreign exchange, derivatives or any other services. The 
information provided herein has been obtained from sources believed to be reliable at the time of publication; nonetheless, we cannot guarantee nor do 
we make any representation or warranty as to its accuracy and you should not place any reliance on said information. State Street hereby disclaims all 
liability, whether arising in contract, tort or otherwise, for any losses, liabilities, damages, expenses or costs arising, either direct or consequential, 
from or in connection with the use of this document and/or the information herein. For more detail on the FX Connect electronic trading platform, 
TradeNeXus and related services generally, please refer to the FX Connect ® Electronic Trading Platforms and TradeNeXus Description of Services 
and Conflicts of Interest. 

This communication is provided by State Street Trust and Banking Co., Ltd. to customers in Japan. State Street Trust and Banking Co., Ltd. acts as 
liaison to assist communication between the Japanese customers and affiliates overseas providing FX Connect products and services. FX Connect 
products and services are offered and provided by State Street Global Link Asia Pacific Ltd. to customers in Japan and State Street Trust and Banking 
Co., Ltd. is not the contracting party to the FX Connect products and services. 

本書は、本邦のお客様に対して、ステート・ストリート信託銀行株式会社が提供するものです。ステート・ストリート信託銀行株式会

社は、海外関連会社が本邦のお客様に提供するFXコネクトのサービス・商品に関して、お客様と当該サービス・商品提供者との間の連

絡・意思疎通のサポートを行います。FXコネクトのサービス・商品は、Global Link Asia Pacific Ltd.により本邦のお客様に提供されるも

のであり、ステート・ストリート信託銀行株式会社は、当該サービス・商品に関してお客様との契約の主体となるものではありませ

ん。 

本書は、FXコネクトのサービス・商品を紹介するために作成されたものであり、いかなる金融商品・サービスの勧誘を目的とするもの

ではありません。 

Subscribers should be aware of the risks of participating in trading foreign exchange or derivative instruments or in investments in non-liquid or 
emerging markets. Derivatives generally involve leverage and are therefore more volatile than their underlying cash investments. Subscribers should 
be aware that products and services outlined herein may put their capital at risk. Further, past performance is no guarantee of future results and, where 
applicable, returns may increase or decrease as a result of currency fluctuations. 

This communication is not intended for retail clients, nor for distribution to, and may not be relied upon by, any person 

or entity in any jurisdiction or country where such distribution or use would be contrary to applicable law or regulation. This publication or any 
portion hereof may not be reprinted, sold or redistributed without the prior written consent of State Street. GL FXC 2022-05 

To learn how State Street looks after your personal data, visit: https://www.statestreet.com/utility/privacy-notice.html. 

© 2023 State Street Corporation - All Rights Reserved 
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